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On August 28, 2024, the Financial Crimes
Enforcement Network (“FinCEN”) issued a final
rule (the “Final Rule”)! that will significantly
impact the obligations of most investment advisers
— whether registered or exempt — with respect to
anti-money laundering (“AML”) and countering the
financing of terrorism (“CFT”). The Final Rule will
represent a significant change for many investment
advisers as it imposes, for the first time, formal
requirements with respect to AML/CFT. Among
other obligations, the Final Rule will require
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investment advisers to adopt an AML/CFT program
with an array of specific requirements applicable to
the onboarding and ongoing monitoring of investors
and clients. FinCEN delegated enforcement power
to the Securities and Exchange Commission (the

Zachary Moore
+1 203 325 5006

Rebecca Morrow
+1 203 325 5028

“SEC”) and additional rulemaking is expected with
respect to customer identification programs and
customer due diligence, which are likely to apply additional compliance
requirements to investment advisers. The effective date of this rule is January I,
2026.

Scope of the Rule

In the Final Rule, FinCEN amended the Bank Secrecy Act (BSA) to include investment advisers in the
definition of “financial institution.”? In addition to the requirement to implement a risk-based and
reasonably designed AML/CFT program, the Final Rule will require investment advisers to file Suspicious
Activity Reports (“SARs”) with FinCEN, collect, retain, and transmit information required by the
Recordkeeping and Travel Rule and respond to requests from FinCEN as well as participate in voluntary
information sharing provisions of the BSA. The subjects and activities covered within the Final Rule’s
scope are discussed below.
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Who does the Final Rule apply to?

e Registered Investment Advisers (RIAs) required to register with the SEC under section 203 of the
Investment Advisers Act of 1940 (the Investment Advisers Act)?

e Exempt Reporting Advisers (ERAs) exempt from SEC registration under section 203(1) or 203(m)
of the Investment Advisers Act*

Who is excluded?

Mid-sized advisers (those that have between $25 million and $100 million in AUM)
Pension consultants

Multi-state advisers (those that are required to register with 15 or more states)
Advisers that report zero AUM on their most recently filed Form ADV
Foreign-located advisers without a U.S. nexus’

What activities does the Final Rule apply to?

e Advisory services provided to customers, which include management of customer assets and
submission of customer transactions for execution.

e For private funds, advisory services do not include certain activities taken in connection with
management and operations of portfolio companies, such as serving in management roles.°
However, other activities relating to portfolio companies will be within the scope of the Final Rule,
for example with respect to funding mechanics or investor access to technological information at
the portfolio company level.

Purpose

FinCEN issued the Final Rule with the stated goal of applying a consistent set of AML/CFT regulations for
investment advisers, as are applicable to banks and broker-dealers. FinCEN determined that investment
advisers engage in activities that are “similar to, related to, or a substitute for” financial services that other
BSA-defined financial institutions are authorized to engage in.” FinCEN expressed the view that investment
advisers could serve as an entry point into U.S. financial system for illicit proceeds associated with foreign
corruption, tax evasion, and other crimes.® In addition, FinCEN identified the risk that foreign states use or
have the potential to use private funds and venture capital funds to access technology through investments
in early-stage companies, creating national security risks.’ According to FinCEN, regulating investment
advisers as financial institutions would close this loophole.'°

Specific Requirements for Investment Advisers

The Final Rule requires investment advisers to (1) establish a risk-based and reasonably designed
AML/CFT program, (2) comply with a new SAR filing obligation, (3) collect, retain, and transmit
information required by the Recordkeeping Rule and Travel Rule, and (4) respond to requests from FinCEN
as well as participate in information sharing provisions of the BSA.

AML/CFT Program Requirements
e In General:

o Each adviser must develop a written AML/CFT program that is risk-based and reasonably
designed to prevent the investment adviser from being used for money laundering, terrorist

FDHI



financing, or other illicit finance activities and to achieve and monitor compliance with the
applicable provisions of the BSA and regulations thereunder.

o The AML/CFT program must be approved in writing by the investment adviser’s board of
directors or trustees, as applicable, or persons having similar functions (for example, a
general partner). The written program must be made available for inspection by the SEC
and FinCEN.

e  Minimum Requirements:

o Internal policies, procedures, and controls reasonably designed to prevent the investment
adviser from being used for money laundering, terrorist financing, or other illicit finance
activities and to assure and monitor compliance with the applicable provisions of the BSA.

o Independent testing

o Designated person or persons responsible for implementing and monitoring the operations
and internal controls of the program.

o Ongoing training

o Appropriate risk-based procedures for conducting ongoing customer due diligence.!!

SAR Filing

e Investment advisers will be required to file with FinCEN a report of any suspicious transaction that
it knows, suspects, or has reason to suspect relates to violation of law or regulation or has no
business or apparent lawful purpose.

e Investment advisers will be permitted to voluntarily file with FinCEN a report of any suspicious
transaction that it believes is relevant to the possible violation of any law or violation.'?

e  Multiple financial institutions may file a joint SAR."

Recordkeeping Rule and Travel Rule

e Certain BSA recordkeeping regulations that apply more broadly to financial institutions will apply
to investment advisers, notably, the Recordkeeping and Travel Rules.'*

e Investment advisers will be required to create and retain records for certain transfers of funds in
amounts over $3,000."

e Investment advisers will be required to file a Currency Transaction Report and report transactions
in currency over $10,000.'

FinCEN Requests and Information Sharing

e Investment advisers will be required to respond to information requests from FinCEN. In doing so,
they must conduct an “expeditious” search of their records and submit a report to FinCEN if they
identify an account or transaction identified in FinCEN’s request.'”

e Investment advisers will be permitted to share information with other financial institutions for the
purposes of identifying and reporting activities that it suspects may involve potential money
laundering or terrorist activities.'®

Next Steps

The Final Rule and the application of BSA requirements to investment advisers creates the potential for
regulatory scrutiny and enforcement penalties by the SEC or FinCEN for non-compliance. FinCEN will
delegate enforcement of the Final Rule to the SEC when it goes into effect on January 1,2026." Investment
advisers may face monetary penalties for technical non-compliance, with the potential for criminal penalties
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for willful violations. Investment advisers should expect and prepare for SEC examination of their
AML/CFT programs during routine examinations.

In advance of the effectiveness of the Final Rule, there are a number of steps that investment advisers should
consider. In the first instance, these include reviewing existing AML/CFT programs and evaluating the
scope of advisory activities and clients that will be subject to the Final Rule. Most investment advisers, in
particular those without an affiliated broker-dealer, will need to update their AML/CFT programs —
including policies and procedures, delegation arrangements with third-party service providers and internal
staffing, training and oversight processes.

Investment advisers should also monitor future rulemaking developments with respect to their customer
identification programs (CIPs) and customer due diligence (CDD),?° which can be expected to supplement
the obligations and requirements of the Final Rule summarized above.
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Finn Dixon & Herling LLP is a law firm with extensive experience providing corporate, transactional,
investment management, securities, tax, executive compensation, bankruptcy and litigation counsel. Our
clients include large and small corporations, venture capital and private equity firms, financial institutions,
hedge funds, private equity funds, other investment funds, investment advisers, commodity pool operators,
commodity trading advisers, broker-dealers, family offices, institutional investors, public and private
businesses, executives, management teams and entrepreneurs.

This publication is prepared for the general information of interested persons and should not be regarded,
or relied upon, as legal advice. This publication may be considered attorney advertising. Prior results do
not guarantee a similar outcome. Copyright © 2024 Finn Dixon & Herling LLP. All Rights Reserved.
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